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Advanced Windows Exploits (EXP-401)

Overview
Advanced Windows Exploitation (AWE) is our most demanding Offensive 
Security Course, featuring a sophisticated hands-on computer lab 
environment challenging you to bring out your best penetration testing 
skills. 

Modern exploits for Windows-based platforms require modern bypass 
methods to circumvent Microsoft’s defenses. In Advanced Windows 
Exploitation (EXP-401), OffSec challenges students to develop 
creative solutions that work in today’s increasingly difficult exploitation 
environment.

The case studies in AWE are large, well-known applications that are 
widely deployed in enterprise networks. The course dives deep into 
topics ranging from security mitigation bypass techniques to complex 
heap manipulations and 64-bit kernel exploitation. AWE is a particularly 
demanding penetration testing course. It requires a significant amount 
of student-instructor interaction. Therefore, we limit AWE courses to a 
live, hands-on environment at Black Hat USA in Las Vegas, NV. This is 
the hardest course we offer and it requires a significant time investment. 
Students need to commit to reading case studies and reviewing the 
provided reading material each evening.

Topics overview
▸ *NX/ASLR Bypass
▸ Function pointer overwrites
▸ Precision Heap Spraying
▸ Disarming EMET Mitigations to gain reliable code execution
▸ 64 and 32 Bit Windows Kernel Driver Exploitation
▸ Kernel Pool Exploitation

Topics covered include:
▸ Bypass and evasion of user mode security mitigations such as DEP, 

ASLR, CFG, ACG and CET
▸ Advanced heap manipulations to obtain code execution along with 

guest-to-host and sandbox escapes
▸ Disarming WDEG mitigations and creating version independence for 

weaponization
▸ 64-Bit Windows Kernel Driver reverse engineering and vulnerability 

discovery
▸ Bypass of kernel mode security mitigations such as kASLR, NX, 

SMEP, SMAP, kCFG and HVCI

Please list the top 3 takeaways your students will learn: 
Skills in exploit development, learning security research and deep 
knowledge of Microsoft Internals including security mitigations

Does your course focus on any proprietary product/platform? 
This course is focused on the Windows operating system

Who should take this course? 
Security Researchers, Exploit Developers, Malware Reverse Engineers 
and Security Professionals who wants to obtain cutting edge knowlege of 
binary exploits

PRE-EVENT TRAININGS  //

Partner
Offensive Security

Trainer
Alexandru Uifalvi, 
Morten Schenk

Duration
5 Days

Track
Pentesting

Level
Advanced

Dates
Wed 9 Nov - Mon 14 Nov

USD 12,375
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Advanced Web Attacks and Exploitation (WEB-300)

Overview
Offensive Security is giving you more for the same price in the Advanced 
Web Attacks and Exploitation (AWAE) course update. 50% more content 
has been added with new modules, custom private machines, and 
practice labs to give your team an even deeper understanding of web 
application security practices.

This challenging certification program will develop their skills in a white 
box and black box environment, with insight and instruction from top 
cybersecurity leaders. Students who complete the course and pass 
the exam earn the Offensive Security Web Expert (OSWE) certification, 
demonstrating mastery in exploiting front-facing web apps.

With AWAE you can trust that your company’s data, reputation, and 
financial stability are as secure as possible, because your employees are 
well-prepared to take on the latest challenges

Topics overview
▸ Three new modules with over 150 pages of new content
▸ XML external entity injection
▸ Weak random token generation
▸ DOM XSS
▸ Server side template injection
▸ Command injection via websockets
▸ Three new private exercise machines with custom web apps
▸ New Kali Debugger VM

Advanced Web Attacks and Exploitation (WEB-300) is an advanced web 
application security review course. We teach the skills needed to conduct 
white box and black box web app penetration tests. With the 2021 
update, WEB-300 now features three new modules, updated existing 
content, new machines, plus refreshed videos. Students who complete 
the course and pass the exam earn the Offensive Security Web Expert 
(OSWE) certification, demonstrating mastery in exploiting front-facing 
web apps.

Please list the top 3 takeaways your students will learn 
▸ Perform a deep analysis on decompiled web app source code
▸ Identify logical vulnerabilities that many enterprise scanners are 

unable to detect and combine them to create a proof of concept on a 
web app

▸ Exploit vulnerabilities by chaining them into complex attacks

Does your course focus on any proprietary product/platform?  
No, the Advanced Web Attacks and Exploitation course uses multiple web 
applications in various languages and platforms to teach the concepts.

Who should take this course? 
▸ Experienced penetration testers who want to better understand white 

box web app pentesting
▸ Web application security specialists
▸ Web professionals working with the codebase and security 

infrastructure of a web application

PRE-EVENT TRAININGS  //

Partner
Offensive Security

Trainer
Victor Khoury 

Duration
5 Days

Track
Pentesting

Level
Advanced

Dates
Wed 9 Nov - Mon 14 Nov

USD 10,725
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Penetration Testing with Kali Linux (PEN-200)

Overview
Penetration Testing with Kali Linux (PWK) is an online pentesting course 
designed for security professionals and network administrators who 
want to take a serious and meaningful step into the world of professional 
penetration testing. This best-in-class training course introduces students 
to the latest ethical hacking tools and techniques, including remote, 
virtual penetration testing labs for practicing the course materials. PWK 
simulates a full penetration test from start to finish by immersing the 
student into a target-rich and vulnerable network environment. Students 
who pass the exam earn the industry-leading OSCP certification. PWK 
is available as a self-paced course or with 1:1 mentoring and instruction 
through OffSec Academy.

Why OffSec?
Offensive Security defines the standard of excellence in penetration 
testing training. The same expert security professionals who designed 
Kali Linux developed our courses. Elite security instructors teach our 
intense training scenarios, exceptional course material, and the “Try 
Harder” mindset. With OffSec training, you can be confident that your 
employees will get the knowledge they need to protect your organization.

The industry-leading Penetration Testing with Kali Linux (PWK/PEN-
200) course just got even better with the addition of five recently retired 
OSCP exam machines to PWK labs. These five machines represent an 

Topics overview
▸ Active Directory Attacks
▸ PowerShell Empire
▸ Buffer Overflows
▸ Antivirus Evasion
▸ And many more…

entire OSCP exam room! Get more value out of your lab time for the 
same price, and enjoy extra preparation for the OSCP exam. This online 
ethical hacking course is self-paced. It introduces penetration testing 
tools and techniques via hands-on experience. PEN-200 trains not only 
the skills, but also the mindset required to be a successful penetration 
tester. Each student that attends this training at Black Hat this year will be 
given 90 days of access to the PEN-200 course on our training platform. 
This includes one exam attempt. Students who complete the course and 
pass the exam earn the coveted Offensive Security Certified Professional 
(OSCP) certification.

Please list the top 3 takeaways your students will learn 
▸ Approach and Methodology
▸ Hands-on experience
▸ Thinking outside of the box

Does your course focus on any proprietary product/platform?  
Kali Linux

Who should take this course? 
▸ Infosec professionals transitioning into penetration testing
▸ Pentesters seeking an industry-leading certification
▸ Security professionals
▸ Network administrators

Benefits
▸ In-depth training from infosec experts
▸ Increased network security
▸ Higher employee retention rates
▸ Flexible purchasing options
▸ Access to 5 recently retired OSCP exam machines

PRE-EVENT TRAININGS  //

Partner
Offensive Security

Trainer
Gervin Appiah

Duration
5 Days

Track
Pentesting

Level
Advanced

Dates
Wed 9 Nov - Mon 14 Nov

USD 8,500
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Security Operations and Defensive Analysis (SOC-200)

Overview
The SOC-200 course will reveal the consequences of common attacks 
from a defensive perspective.

Learn the foundations of cybersecurity defense with Offensive Security’s 
new Security Operations and Defensive Analysis (SOC-200) course 
designed for job roles such as Security Operations Center (SOC) Junior 
Analysts and Threat Hunters.

OffSec set the industry standard with Penetration Testing with Kali Linux 
(PWK), teaching students how to perform practical attacks against 
networks and systems. Now with SOC-200 we reveal the consequences 
of common attacks from a defensive perspective.

Students who complete the course and pass the associated exam 
earn the Offensive Security Defense Analyst (OSDA) certification, 
demonstrating their ability to detect and assess security incidents.

Topics overview
Students will learn:
▸ How attackers operate
▸ How to audit Windows and Linux endpoints
▸ Common attacks and the IOCs they create
▸ How to use a SIEM

Please list the top 3 takeaways your students will learn 
▸ How attackers operate with the MITRE ATT&CK® framework
▸ How to Audit Windows and Linux endpoints
▸ Review common attacks
▸ Use a SIEM to track adversaries

Does your course focus on any proprietary product/platform?  
No

Who should take this course? 
Anyone interested in detection and security operations, and/or committed 
to the defense or security of enterprise networks.

This course is for job roles like: Security Operations Center (SOC) 
Analysts, Jr. roles in Threat Hunting and Threat Intelligence Analysts, Jr. 
roles in Digital Forensics and Incident Response (DFIR) Analysts

PRE-EVENT TRAININGS  //

Partner
Offensive Security

Trainer
Alex Cohen

Duration
5 Days

Track
Defense, Risk, Pentesting

Level
Advanced

Dates
Wed 9 Nov - Mon 14 Nov

USD 8,500
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Web Attacks with Kali Linux (WEB-200)

Overview
Web Attacks with Kali Linux (WEB-200) is Offensive Security’s 
foundational web application assessment course.

WEB-200 teaches students how to discover and exploit common 
web vulnerabilities, and how to exfiltrate sensitive data from target 
web applications. Students will obtain a wide variety of skill sets and 
competencies for web app assessments. 

Students who complete the course and pass the associated exam earn 
the Offensive Security Web Assessor (OSWA) certification, demonstrating 
their ability to leverage modern web exploitation techniques on modern 
applications.

Topics overview
Students learn how to:
▸ Discover and exploit common web vulnerabilities
▸ Target users and administrators
▸ Exfiltrate sensitive data
▸ Obtain remote code execution

Please list the top 3 takeaways your students will learn 
▸ Students will obtain a wide variety of skill sets and competencies for 

Web App Assessments 
▸ Students will learn foundational Black Box enumeration and 

exploitation techniques
▸ Students will leverage modern web exploitation techniques on modern 

applications

Does your course focus on any proprietary product/platform?  
No

Who should take this course? 
▸ Anyone interested in expanding their understanding of Web 

Application Attacks
▸ Infra Pentesters looking to broaden their skill set to broaden Web App 

expertise 
▸ Anyone committed to the defense or security of Web Applications
▸ Web Penetration Testers
▸ Penetration Testers in general
▸ Web Application Developers
▸ Application Security Analysts
▸ Application Security Architects

PRE-EVENT TRAININGS  //

Partner
Offensive Security

Trainer
Nassereddine Abdelli,
Jon Michael Mancao

Duration
5 Days

Track
Pentesting

Level
Advanced

Dates
Wed 9 Nov - Mon 14 Nov

USD 8,500
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Topics overview
Malware overview:
▸ Stages of attack 
▸ Payload staging 
▸ Implant design 
▸ Event logging 
▸ Platform mitigations 
 
Shellcoding 
▸ Shellcode generation 
▸ Shellcode dependencies 
▸ Function calls and stack layout 
▸ Compiler generated shellcode 
▸ Compiler Intrinsics 
 
System interfaces 
▸ Module lists 
▸ PE header parsing 
▸ Export table 
▸ Import hashing 
▸ Dynamic exception handlers 

Privilege escalation 
▸ Token impersonation 
▸ UAC bypasses 
▸ Auto elevation 
▸ Protected locations 
▸ Path hijacks 

Persistence 
▸ System execution vectors 
▸ DLL hijacks 
▸ DLL shimming 
▸ COM object hijacks 
▸ Service hijacks 

 
Code injection 
▸ Execution vectors 
▸ Injection techniques 
▸ Reflective loaders 
▸ WoW64 process injection 
▸ Evading kernel callbacks 
 
Hooking 
▸ Code caves  
▸ Prolog and epilog hooking  
▸ Import hooking  
▸ Windows hooks 
▸ Vectored exception handler hooks 
 
C2 communications 
▸ Network enumeration 
▸ Attacker infrastructure 
▸ Redirectors and proxy servers 
▸ Beacons and tasking 
▸ Protocol tunneling 
 
Self-defense 
▸ Hostile environment detection 
▸ Event logging bypass 
▸ System defenses 
▸ Security product detection 
▸ Evasion techniques 

Windows Malware Techniques

Overview
Custom malware and implants are an essential part of the offensive toolset. Knowledge of 
the latest malware techniques helps red teamers improve their custom tooling, malware 
analysts in taking apart malware, and anti-malware solution developers in designing 
behavioral solutions to detect malicious activity. While there is an abundance of publicly 
available offensive tools and frameworks, several of them get flagged by endpoint security 
solutions. Understanding the inner workings of these tools and techniques enables red 
teamers to create unique implementations and variants that fly right past these defenses.  
 
This training teaches the development and detection of Windows post-exploitation 
techniques at every stage of their execution through a mix of theory, code walkthroughs, 
instructor led demos and lab exercises. Hands-on labs are performed on 64-bit Windows 
11 so attendees can observe the impact of the latest defenses built into the system and 
learn how to evade them. In hands-on labs, attendees develop offensive tooling, study 
their runtime behavior, and observe their forensic footprint in WinDBG, Process Hacker, 
Windows Event Logs, Sysmon and other SysInternals Tools. Attendees implement working 
modules using Win32 and native APIs in C/C++ with a dash of 64-bit assembler, to achieve 
the following capabilities: 
 
▸ Stager shellcode in C/C++ with nifty compiler and linker tricks. 
▸ Escalate privilege to migrate to privileged processes. 
▸ Perform code injection and execution across process boundaries. 
▸ Remove forensic identifiers from PE files. 
▸ Code flow subversion through various forms of hooking. 
▸ Log keystrokes using multiple mechanisms. 
▸ Persistence and auto-execution vectors that are undetected by AutoRuns. 
▸ Enumerate networked systems and file shares. 
▸ Hide C2 infrastructure using redirectors and proxies. 
▸ Beacon out and receive tasking orders from C2 infrastructure. 
▸ Exfiltrate data using protocol tunneling. 
▸ Detect the presence of hostile environment (debugger, sandbox etc.). 
▸ Subvert Windows event logging. 
▸ Detect and bypass anti-malware hooks. 

Who Should Take This Course: 
▸ Security Researchers 
▸ Red/Blue/Purple Teamers 
▸ Penetration Testers 
▸ Malware Analysts 
▸ Threat Hunters
▸ Anyone responsible for developing offensive tooling or defending against modern 

Windows malware and post exploitation techniques. 
 
Student Requirements 
This is an intermediate level course which requires attendees to be fluent in C/C++ 
programming, have a good knowledge of Windows internals and Win32 APIs and be 
able to use the Windows debugger (WinDBG) to debug Windows user mode modules. 
 
What Students Should Bring 
Laptop Requirements: 
* Virtualization capable CPU(s) 
* Minimum 8GB of RAM (for running one guest VM) 
* Minimum 100 GB free disk space 
* Working Wireless LAN 
 
Software Requirements: 
* Host OS Windows 10 or Windows 11 64-bit 
* Visual Studio (Community+) and SDK OR Enterprise Windows WDK (EWDK) 
* WinDBG Preview 
* SysInternals Tools 
* VMware Workstation Player 16 [Pre-configured VM will be provided] 
* Guest OS Windows 11 64-bit (will be provided) 
* All other software and tools will be provided by the instructor. 
 
What Students Will Be Provided With 
* A printed copy of course material and lab manual. 
* WinDBG malware analysis cheat sheet. 
* Tons of modular and well-commented source code for building offensive tools. 
* Detailed solutions and explanations for all hands-on labs. 
* Pre-configured VMware VM running Windows 11 64-bit 
 

PRE-EVENT TRAININGS  //

Partner
CodeMachine Inc.

Trainer
T. Roy

Duration
5 Days

Track
Malware, Defense

Level
Intermediate

Dates
Wed 9 Nov - Mon 14 Nov
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Security Architecture Design & Review Masterclass

Overview
One of the fundamental reasons for vulnerabilities in any given system is 
owing to its architecture. 

Architecture flaws leading to security vulnerabilities are not only hard 
to fix, but end up consuming several development cycles. This results 
in delays, dissatisfied customers, and worse, vulnerable applications 
running in production.

Security Architecture Reviews, if done well, can comprehensively address 
architecture flaws and vulnerabilities resulting from said architecture 
flaws. This course is a deep-dive into the approach and nuances of 
performing a security architecture review for distributed systems. The 
training delves into very specific approaches and playbooks to run 
Security Architecture/Design Reviews for applications and distributed 
systems.

The key objective of the training is to enable stakeholders involved in 
the engineering/architecture to be able to pre-empt architecture flaws 
that lead to security vulnerabilities and deliver a more secure system 
to production. The training is replete with hands-on case studies that 
the students will solve with the instructor to perform a live Security 
Architecture Review of a given system.

Introduction to Security Architecture/Design Reviews 
▸ What are the objectives?
▸ What are the approaches?
▸ Methodology based on Threat Analysis
▸ Limitations of a Security Architecture Review

Gentle introduction to Threat Analysis
▸ Feature Breakdown and Analysis
▸ Threat Analysis using User Stories and Abuser Stories
▸ Threat Analysis using TRIKE Methodology with STRIDE

Mapping Security Architecture Requirements based on Threat Analysis
▸ Mapping Access Control Architecture: AuthN, AuthZ, Accountability
▸ Identifying Crypto Applicability and Architecture
▸ Mapping Supply Chain Security Risk to Ecosystem
▸ Identifying downstream architecture issues with deployment 

environments like On-Prem and Cloud

Reporting for Security Architecture Reviews

POST-EVENT TRAININGS  //

Partner
we45

Trainer
Abhay Bhargav

Duration
1 Day

Track
Defense, Risk

Level
Intermediate

Dates
Sat 19 Nov

USD 2,200
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Abusing Active Directory (On-Prem & Azure) - (Arabic)

Overview
NO port scanning
NO vulnerability scanning
NO Metasploit

Discover how APTs abuse Active Directory both on-prem and in the 
cloud. For system engineers, defenders, penetration testers and aspiring 
blue teamers, get introduced to active directory hacking based on real 
life scenarios and misconfigurations.

In this two-day training you will take a deep dive into modern day 
misconfigurations and attacks with labs built on fully patched Windows 
Server 2019, Windows 10 Enterprise and Azure Active Directory.

Topics overview
▸ Enumeration deep dive into user account, groups, OUs, GPOs
▸ Understanding and enumerating ACLs
▸ Lateral movement
▸ Different password attacks
▸ Understanding authentication protocols and different attacks (NTLM 

relay, PTH, Over-PTH, etc.)
▸ Kerberos deep dive and multiple attacks (AS-REP roasting, 

kerberoasting, silver ticket, golden ticket)
▸ Azure AD connect, user tokens and PRT
▸ Understanding different authentication methods
▸ Initial access to Azure
▸ Privilege escalation and persistence in Azure

The course will finish with a short CTF that helps test your understanding 
and solidify the concepts you’ve learned during the two days.

The course is designed to be beginner friendly but does require some 
basic knowledge of security concepts. You will quickly get your hands 
dirty with enumerating Active Directory users, groups, OUs, ACLs, ACEs 
etc.

Shortly after spotting the issues, you will start exploiting them to slowly 
move through the network and escalate privileges until becoming a domain 
admin. Along the way, you will gain a deep understanding of concepts such 
as lateral movement, different authentication protocols and tools used by 
red teamers and APTs.

The second day of the course takes the perspective of pivoting from the 
on-premises AD to compromising Azure AD. And the other way around. 
You will understand the difference between on-premises and cloud Active 
Directory, the different attack vectors and how compromising one can 
lead to comprising the other.

You will get a solid understanding of hybrid environments, modern 
authentication protocols, different ways to get, escalate and maintain 
access.

Key Takeaways
Practical hands-on training that allows for exploiting real-world on-
premise and Azure misconfigurations. Penesters, red teamers and sys 
admins will get a solid understanding of the root cause of the abusable 
misconfigurations. Deep understanding of modern protocols, techniques 
and toolsets relavant to on-prem and Azure AD.

Who should take this course? 
▸ System engineers
▸ Azure engineers
▸ SOC analysts
▸ Penetration testers
▸ Aspiring red teamers

Audience skill level  
Beginner/Intermediate

Student requirements
Although this is beginner-friendly course, it does require some basic 
prerequisites. Attendees should be familiar with concepts such as: 
▸ Basics of OS and command line
▸ Hashing
▸ Encryption
▸ Password cracking etc.

What students should bring
All labs are cloud based. Students should bring a laptop that allow them 
access to cloud based VMs. The VMs will be accessible using remote 
desktop on high TCP port numbers. Ensure that your firewall policies will 
allow this.

What students will be provided with
▸ Course material
▸ Cloud labs will be available for each student for 270 hours usage 

(within 90 days from the start of the training)
▸ The instructors will share their own lab guide so students can replicate 

the setup in their private labs
▸ Scripts to automate on-prem lab creation

POST-EVENT TRAININGS  //

Partner
Hackers Academy

Trainer
Muhammad Alharmeel
Co-founder, 
CyberDefenders 

Ahmed Shawky
Co-founder, 
CyberDefenders
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Pentesting

Level
Beginner/ Intermediate

Dates
Sat 19 Nov - Sun 20 Nov
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Active Directory Attacks for Red and Blue Teams - Advanced Edition

Overview
More than 95% of Fortune 500 companies use Active Directory! Enterprises 
are managed using Active Directory (AD) and it often forms the backbone of 
the complete network. To secure AD, you must understand different techniques 
and attacks used by adversaries against it. Often burdened with maintaining 
interoperability with a variety of products, AD lack ability to tackle latest threats

The course is a mixture of fun, demos, exercises, hands-on and lecture. You 
start from compromise of a user desktop and work your way up to multiple forest 
pwnage. The training focuses more on methodology and techniques than tools. 

Attendees will get free one month access to an Active Directory environment 
comprising of multiple domains and forests, during and after the training. This 
training aims to change how you test an Active Directory Environment.

Who should take this course? 
Red teamers and penetration testers who want to improve on their Active 
Directory attack skills should take this class. Blue teamers, AD administrators 
and security professionals who want to understand the 
approach and techniques of adversaries should take this class.

Topics overview
This training is aimed towards attacking modern AD using built-in tools, scripting 
and other trusted OS resources. Some of the techniques, used in the course:
▸ Extensive AD Enumeration
▸ Trust mapping and abuse
▸ Privilege Escalation 
▸ Advanced Kerberos Attacks
▸ Advanced cross forest trust abuse
▸ Attacking Azure AD integration
▸ Abusing trusts for MS products
▸ Credentials Replay Attacks 
▸ Persistence 
▸ Defenses 
▸ Bypassing defenses

Why should people attend this course?
▸ The course has been very popular with students at BlackHat who are 

responsible for securing an Enterprise. We constantly work on feedback on 
what to improve in the course and keep it updated to address latest threats 
in Active Directory. This enable students to address real threats in their 
environments and therefore help them with their daily job!

▸ Students get to practice in an environment that is fully patched, contains 
modern Windows machines, the latest Forest functional level and is pretty 
big. In addition, the course focuses only on abuse of functionality. This means 
whatever the students practice in the lab will be useful for many years.

▸ Students get to know how threat actors move in a modern environment and 
therefore can develop detections to track attackers.

Top 3 takeaways
This course is very useful in securing the backbone of any Enterprise 
Environment. We have been teaching this course at BlackHat for many years now 
and the feedback has always been very good. The students have always enjoyed 
the course and the lab. We provide multiple ways of solving the lab that helps the 
students to utilize the lab to fullest!

Student Requirements
Basic understanding of Active Directory security.

What students should bring
▸ System with 4 GB RAM and ability to install OpenVPN client and RDP to 

Windows boxes. 
▸ Privileges to disable/change any antivirus or firewall.

What students will be provided with
Attendees will get free one month access to a lab configured like an Enterprise 
network, during and after the training.
 

POST-EVENT TRAININGS  //

Partner
Altered Security

Trainer
Nikhil Mittal

Duration
2 Days

Track
Pentesting

Level
Beginner/ Intermediate

Dates
Sat 19 Nov - Sun 20 Nov

USD 3,900



  13TRAININGS BROCHURE  //  www.blackhatmea.com 

Attacking and Securing APIs (Arabic)

Overview
This course provides a comprehensive picture of a Cyber Security 
Operations Center (CSOC or SOC). 

Discussion on the technology needed to run a SOC are handled in a 
vendor agnostic way. In addition, technology is addressed in a way 
that attempts to address both minimal budgets as well as budgets with 
global scope. Staff roles needed are enumerated. Informing and training 
staff through internal training and information sharing is addressed. The 
interaction between functional areas and data exchanged is detailed. 
Processes to coordinate the technology, the SOC staff, and the business 
are enumerated. After attending this class, the participant will have a 
roadmap (and Gantt chart) for what needs to be done in the organization 
seeking to implement security operations. Ideally, attendees will be SOC 
managers, team leads in security specializations or lead technical staff, 
security architects. CIO, CISO or CSO (Chief Security Officer) is the 
highest level in the organization appropriate to attend. 

Topics overview
▸ Guidance on business orientation, use case development, hunting 

techniques 
▸ Reference model for all functions of a SOC: monitoring, response, 

intelligence, metrics 
▸ Guidance on developing internal capability and strategic outsourcing 
▸ Detailed discussion of technology, process, and analytical staff 

relations and optimization 
▸ Sequence of actions for building a SOC, or cross reference an 

established SOC’s maturity 

The inclusion of all functional areas of security operations is intended 
to develop a standardized program for an organization and express 
all necessary capabilities. Admittedly ambitious, the intention of the 
class is to provide a unified picture of coordination among teams with 
different skillsets to help the business prevent loss due to poor security 
practices. I have encountered detrimental compartmentalization in 
most organizations. There is a tendency for a specialist to look only at 
her piece of the problem, without understanding the larger scope of 
information security within an organization. Organizations are likely to 
perceive a security operations center as a tool, and not the unification of 
people, processes, and technologies. 

This class is not technical in nature, but someone without knowledge of 
IT common practices and Information Security fundamentals (such as the 
Confidentiality, Integrity, and Availability triad) will be lost very quickly. 

This is not a class to send SOC analysts, but is great for the technical 
lead and manager.

POST-EVENT TRAININGS  //

Partner
Mohammed Aldoub

Trainer
Mohammed Aldoub

Duration
2 Days

Track
Pentesting, Network, 
Defense

Level
Intermediate

Dates
Sat 19 Nov - Sun 20 Nov

USD 3,600
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Attacking Injection Flaws Masterclass

Topics overview
▸ SQL Injection Masterclass
▸ XML External Entity (XXE) Attack 
▸ Remote Code Execution (RCE)
▸ Server-Side Request Forgery (SSRF) 
▸ Miscellaneous Injections

Some of the highlights of the class include:
▸ Advanced SOL Injection 
▸ XXE Injection 
▸ Deserialization Command Injection 
▸ Server-Side Template Injection 
▸ Various SSRF vulnerabilities and Bypasses
▸ SSRF exploitation over Cloud 
▸ LFI I RFI 
▸ Advanced SAML Injection 
▸ CSV injection etc.

A customized version of Kali Linux (ova format) containing custom tools, scripts 
and VPN scripts for the class will be provided to the students. The laptop should 
have at least 4 GB RAM and 20 GB of free disk space dedicatedly for the VM. 

Key Takeaways 
▸ The latest injection hacks in the world of web hacking. The class content has 

been carefully handpicked to focus on some neat, new and ridiculous attacks. 
▸ We provide a custom kali image for this class. The custom kali image has 

been loaded with a number of plugins and tools (some public and some 
NotSoPublic) and these aid in quickly identifying and exploiting vulnerabilities 
discussed during the class. 

▸ The class is taught by a real pentester and the real-world stories shared 
during the class help attendees  in putting things into perspective. 

Delegates Receive 
▸ Access to a hacking lab not just during the course but for 30 days after the 

class too. This gives them plenty of time to practice the concepts taught 
in the class. Numerous scripts and tools will also be provided during the 
training, along with student handouts. 

▸ Our courses also come with detailed answer sheets. That is a step by step 
walkthrough of how every exercise within the class needs to be solved. These 
answer sheets  are also provided to students at the end of the class. 

Why should people attend the course? 
Injection flaws are one of the top server side flaws and has been ruling the 
charts since 2003 and still is amongst the top 5 threats. Over past 15 years the 
techniques and exploitation scope of these injection flaws have grown leaps and 
bounds. We have hand picked complex and esoteric vulnerabilities identified 
in the wild and provided a safe environment for attendees  to practice. From 
Second order SOL injection to Out of Band Data Extraction. We have got you 
covered from all angles to make the best of injection vulnerabilities. 

POST-EVENT TRAININGS  //

Partner
NotSoSecure

Trainer
Sanjay Gondaliya

Duration
2 Days

Track
Appsec, Pentesting

Level
Intermediate / Advanced

Dates
Sat 19 Nov - Sun 20 Nov

USD 3,800

Overview
Injection Flaws are one of the top most critical bugs  in the Appsec world. This 
class talks about a very specific niche, Injection Flaws. With a wealth of hacking 
techniques to compromise web applications, APIs, cloud components and other 
associated end-points. This class allows attendees to practise some neat, new 
and ridiculous injection hacks which affected real life products and have a 
mention in bug bounty programs. This class gives a detailed view of different 
types of injection attacks. 

Attendees will also benefit from a state-of-art Hacklab and we will be providing 
FREE 30 days lab access after the class  to allow attendees more practice time. 

Prerequisites 
Students must bring their own laptop and have admin/root access on it. The 
laptop must have a virtualization software (virtualbox / VMWare) pre installed. 
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Introduction To Red Teaming

Overview
If you’ve been penetration testing and want to move up to red teaming, then this 
course is for you.

It is often said that penetration testers emulate other penetration testers rather 
than real threat actors, leaving organisations exposed to what they miss. This 
course aims to change that. By combining our red teaming experience with two 
decades of teaching experience, we’ve put together a course to teach you how 
to test your organisations like a real criminal would; getting Domain Admin isn’t 
the goal. 

This course covers some of our unique red teaming approaches including; 
a repeatable methodology for AV and EDR bypasses, a focus on business 
system compromise with a fully functional SWIFT environment, as well as newer 
technologies such as Kubernetes. 

Topics overview
Key Topics covered:
▸ Reconnaisance
▸ Stages of Expertise
▸ Payloads and Preparation 
▸ Obtaining Foothold 
▸ Maintaining Access 
▸ AV and EDR Bypass

 

▸ Attacking with Precision and 
Persistence 

▸ Actions On Objectives in Red 
Team Engagements 

▸ Kubernetes Fundamentals 
▸ Data Exfiltration 

Course outline:
▸ Module 1 – Introduction
▸ Module 2 – Reconnaissance
▸ Module 3 - Stages of Exploitation
▸ Module 4 - Payload Preparation
▸ Module 5 - Evasion and Bypass 

Techniques

▸ Module 6 - Maintaining Access
▸ Module 7 - Lateral Movement
▸ Module 8 - Data Exfiltration 

You’ll be exposed to the techniques, tactics and procedures actively used in red 
team engagements by our analysts. 

With a strong offensive focus drawing on the techniques employed in recent 
industry hacks, you’ll be taught about new vulnerabilities (current year - 3 years) 
and how to use them to their full potential. 

Further Details: 
▸ 2-day course 
▸ 60% practical and 40% theoretical 
▸ Real-world attacks and methodologies 
▸ Delivered by active penetration testers and red team members. 

Our training is delivered via SensePost, the specialist ethical hacking team 
of Orange Cyberdefense. SensePost have trained thousands of students on 
the art of network and application exploitation for the past decade. It’s safe 
to say we enjoy teaching others how to own networks and applications. Our 
courses are developed from the work we perform for clients, so that you get a 
better understanding of how to exploit real-world scenarios. As one of Blackhat 
briefings longstanding training partners since 2002, our courses have taught 
thousands of students about the art of offensive and defensive approaches. 

Three top take-aways: 
▸ Understanding how real criminal hackers work 
▸ A practical red teaming approach and actions on objectives 
▸ A significant amount of hands-on experience with TTPs from the red teaming 

industry 

Student Requirements: 
Students need to ensure they have the necessary level of skill. Extensive hacking 
experience is not required for this course, but a solid technical grounding is an 
absolute must. We recommend having at least 2 year of pentesting experience 
before doing this course and be familiar with Windows and Linux environments.

POST-EVENT TRAININGS  //

Partner
Orangecyberdefense / 
Sensepost

Trainer
TBC

Duration
2 Days

Track
Pentesting, Malware

Level
Intermediate to Advance 

Dates
Sat 19 Nov - Sun 20 Nov

USD 4,200
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A Complete Practical Approach to Malware Analysis & Memory Forensics

Overview
This course will introduce attendees to the basics of malware analysis, 
reverse engineering, Windows internals, and memory forensics and then it 
gradually progresses deep into more advanced concepts of malware analysis & 
memory forensics. Attendees will learn to perform static, dynamic, code, and 
memory analysis. To keep the training completely practical, it consists of various 
scenario-based hands-on labs after each module which involves analyzing real-world 
malware samples and investigating malware infected memory images (crimewares, 
APT malwares, Fileless malwares, Rootkits, etc). This hands-on training is designed 
to help attendees gain a better understanding of the subject in a short span of time. 
Throughout the course, the attendees will learn the latest techniques used by the 
adversaries to compromise and persist on the system. 

Topics overview
Agenda Day 1: 
▸ Introduction to Malware Analysis 
▸ Static Analysis 
▸ Dynamic Analysis/Behavioural analysis  
▸ Automating Malware Analysis(sandbox) 
▸ Malware Persistence Methods 
 
Agenda Day 2: 
▸ Code Analysis  
▸ Introduction to Memory Forensics
▸ Volatility Overview 
▸ Investigating Process  
▸ Investigating Process handles & Registry 

Agenda Day 3: 
▸ Investigating Network Activities  
▸ Investigation Process Memory  
▸ Investigating User-Mode Rootkits & Fileless Malwares 
▸ Memory Forensics in Sandbox technology
▸ Investigating Kernel-Mode Rootkits 
▸ Memory Forensic Case Studies 

In addition to that, it also covers various code injection, hooking, and rootkit 
techniques used by adversaries to bypass forensic tools and security products. 
In this training, you will also gain an understanding of how to integrate 
malware analysis and memory forensics techniques into a custom sandbox to 
automate the analysis of malicious code.

Target audience (who should attend): 
▸ Forensic practitioners, incident responders, cyber-security investigators, security 

researchers, malware analysts, system administrators, software developers, 
students, and curious security professionals who would like to expand their skills  

▸ Anyone interested in learning malware analysis and memory forensics. 

Student Requirements (knowledge pre-requisites) 
▸ Be familiar with using Windows/Linux 
▸ Have an understanding of basic programming concepts, while programming 

experience is not mandatory. 

What Should Students Bring? 
▸ Laptop with a minimum of 6GB RAM and 40GB free hard disk space 
▸ VMware Workstation or VMware Fusion (even trial versions can be used).  
▸ Windows Operating system (preferably Windows 10 64-bit, even Windows 8 and 

lower versions are fine) installed inside the VMware Workstation/Fusion. You must 
have full administrator access to the Windows operating system installed inside 
the VMware Workstation/Fusion. Note: VMware Player or VirtualBox is not suitable 
for this training. The lab setup guide will be sent to you after registration. 

What Students Will be Provided With? 
▸ Course material (pdf copy) 
▸ Lab solution material 
▸ Videos used in the course 
▸ Malware samples used in the course/labs 
▸ Memory Images used in the course/labs 
▸ Linux VM (to be opened with VMware Workstation/Fusion) containing necessary 

tools and samples

POST-EVENT TRAININGS  //

Partner
Monnappa K.A

Trainer
Monnappa K A, 
Sajan Shetty

Duration
3 Days

Track
Malware, Forensics

Level
All

Dates
Sat 19 Nov - Mon 21 Nov

USD 3,800
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Overview 
New to web application hacking or looking to improve your secure development 
skills? Then this course is ideal for you! Apart from teaching you how to identify 
vulnerabilities you will also be applying the skills gained in a fully immersive lab 
environment to hack hard and achieve your web hacking goals. 

We have been conducting penetration tests against web applications for nearly 
two decades and have distilled our leading methodology into this course. 
Providing a thorough and scientific approach along with techniques to maximise 
the offensive coverage of an application. 

Whether you’re a developer looking to better understand how to defend your 
applications or a penetration tester looking to enhance your web application bug 
hunting, this course is for you. 

This course is highly practical, with 25 different practical exercises. You’ll learn 
how to hand exploit numerous common web vulnerabilities and understand the 
theory behind them. You will be better able to help developers prevent these 
classes of attacks in their applications. We aim to teach you the trade not just 
the tricks, and while tools are covered and help, you will be taught how to exploit 
many of these vulnerabilities by hand. 

Further Details: 
▸ 3-day course 
▸ 60% practical and 40% theoretical 
▸ Immersive practicals with a wide spread of coverage 
▸ Delivered by active penetration testers 
▸ Best practises covered 

Three top take-aways: 
▸ Learn an industry leading methodology for hacking web applications 
▸ Gain a solid understanding of the tools and techniques for examining web 

applications 
▸ Gain experience with practical and lab-based attacks (there are a lot of pracs 

in this course!) 

Student Requirements: 
▸ Hacking experience isn’t a requirement for this course. However, a technical 

understanding of how web applications work is required. Development 
experience isn’t a requirement but can help.

▸ As the bare minimum, you will need to bring along a laptop that is able to run 
the latest version of Firefox or Chrome. 

▸ Students should bring: A laptop with a modern browser (Firefox or Chrome) 

Topics overview
The content of the course has 21 main modules and multiple sub modules 
as follows: 

Key Topics covered: 

▸ Introduction to web technologies  
▸ Cookies and Session 

Management
▸ Introduction to Web Vulnerabilities  
▸ Client and Server Side Attacks  
▸ Broken authentication and 

authorization 
▸ Enumeration 
▸ Session identifier disclosure 
▸ Insecure Direct Object 

References (IDOR) 
▸ Path traversal vulnerabilities  
▸ Local File Inclusion (LFI) 

vulnerabilities  

▸ Alternative methods of maintaining 
sessions 

▸ Injection 
▸ Cross-Site Scripting (XSS)  
▸ Cross Site Request Forgery 

(CSRF) 
▸ Command Injection 
▸ SQL Injection  
▸ Java Deserialization  
▸ API vulnerabilities 
▸ WebAssembly 
▸ Cache Attacks 

▸ Web technology fundamentals 
▸ Cookies and sessions abuse 
▸ Web vulnerabilities and 

exploitation 
▸ Enumeration 

▸ File upload manipulations
▸ Injection based attacks 
▸ Web assembly 
▸ API attacks 

Applied Web Application Hacking
POST-EVENT TRAININGS  //

Partner
Orangecyberdefense / 
Sensepost

Trainer
TBC

Duration
3 Days

Track
Pentesting, Malware

Level
Intermediate

Dates
Sat 19 Nov - Mon 21 Nov

USD 4,200
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Hacking and Securing Cloud Infrastructure

Overview
This 3-day course cuts through the mystery of Cloud Services 
(including AWS, Google Cloud Platform (GCP) and Azure) to uncover 
the vulnerabilities that lie beneath. We will cover a number of popular 
services and delve into both what makes them different, and what makes 
them the same, as compared to hacking and securing a traditional 
network infrastructure. 

Whether you are an Architect, Developer, Pentester, Security or 
DevOps Engineer, or anyone with a need to understand  and manage 
vulnerabilities in a Cloud environment, understanding relevant hacking 
techniques, and how to protect yourself from them, is critical. This class 
covers both the theory a well as a number of modern techniques that may 
be used to compromise various Cloud services and infrastructure. 

Topics overview
▸ Introduction to cloud computing 
▸ Enumeration of cloud environments 
▸ Gaining entry via exposed  services 
▸ Attacking storage services (aws, azure, gcp) 
▸ Attacking azure ad environment 
▸ Iam misconfiguration attacks 
▸ Post - exploitation 
▸ Exploiting kubernetes clusters & container as a service 
▸ Auditing and benchmarking of cloud

Cloud Administrators, Developers, Solutions Architects, DevOps 
Engineers, SOC Analysts, Penetration Testers, Network Engineers, 
security enthusiasts and anyone who wants to take their skills to next 
level. 

Prior Pen Test experience is not a strict requirement, however, some 
knowledge of Cloud Services and a familiarity with common command 
line syntax will be greatly beneficial.

Delegate Requirements:
▸ Delegates must bring their own laptop and have adminIroot access on 

it. The laptop must have a virtualization software (virtualbox I VMWare) 
pre installed. 

▸ A customized version of Kali Linux (ova format) containing custom 
tools, scripts and VPN scripts for the class will be provided to the 
students. 

▸ The laptop should have at least 4 GB RAM and 20 GB of free disk 
space dedicated for the VM.

POST-EVENT TRAININGS  //

Partner
NotSoSecure

Trainer
Jovin Lobo

Duration
3 Days

Track
Pentesting, Network

Level
Intermediate

Dates
Sat 19 Nov - Mon 21 Nov

USD 4,100
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Topics overview
Day 1
▸ Exploit Mitigations
▸ Kernel Address Space Layout 

Randomization (kASLR)
▸ Understanding kASLR
▸ Breaking kASLR using kernel 

pointer leaks
▸ Supervisor Mode Execution 

Prevention (SMEP)
▸ SMEP concepts
▸ Breaking/bypassing SMEP
▸ Kernel Page Table Isolation 

(KPTI/KVA Shadow)
▸ KPTI concepts
▸ Breaking/bypassing KPTI
▸ Exploitation
▸ Stack Buffer Overflow (SMEP 

& KPTI enabled)
▸ Understand the vulnerability
▸ Achieving code execution

Day 2
▸ Revision - day 1
▸ Exploitation
▸ Arbitrary Memory Overwrite
▸ Understand the vulnerability
▸ Achieving privilege escalation
▸ Memory Disclosure
▸ Understand the vulnerability
▸ Leak function pointer
▸ Calculate driver base address
▸ Pool Overflow
▸ Understand the vulnerability
▸ Finding corruption target
▸ Grooming target pool
▸ Achieving arbitrary read/write 

primitive (data-only attack)
▸ Gaining local privilege 

escalation
▸ Different places to corrupt
▸ Capture The Flag
▸ Time to finish the CTF
▸ Discuss any other vulnerability 

class if the students want and 
time permits

▸ Miscellaneous
▸ Assignment to write a blog 

post about the vulnerability 
exploited during CTF

▸ Q/A and feedback

Windows Kernel Exploitation Advanced

Prerequisites
▸ Basic operating system concepts
▸ Familiarity with vulnerability classes
▸ Basics of x86/x64 assembly and C/python
▸ Basics of ROP
▸ Patience

Hardware & Software Requirement
▸ A laptop capable of running two virtual machines simultaneously (8 

GB+ of RAM)
▸ 40 GB free hard drive space
▸ VMware Workstation/Player installed
▸ Everyone should have Administrator privilege on their laptop

What to expect?
▸ Hands-on
▸ WinDbg-Fu
▸ Fast & quick overview of Windows internals
▸ Techniques to exploit Windows kernel/driver vulnerabilities

What students will be provided with?
▸ Training slides
▸ Scripts and code samples
▸ BSOD t-shirt

Overview
We will look into how we can bypass kASLR, kLFH, and do hands-on 
exploitation using data-only attack, which effectively bypasses SMEP and 
other exploit mitigations.

Upon completion of this training, participants will be able to learn:
▸ Exploit development process in kernel mode
▸ Mitigation bypasses
▸ Pool Feng-Shui
▸ Arbitrary Read/Write primitive

Who should attend?
▸ Information security professional
▸ Bug hunters & Red teamers
▸ User-mode exploit developers
▸ Windows driver developers & testers
▸ Anyone with interest in understanding Windows Kernel exploitation
▸ Ethical hackers and penetration testers looking to upgrade their skill-set 

to the kernel level

Why attend?
Upon completion of this training, participants will be able to: 
▸ Understand how kernel and kernel mode driver works
▸ Understand exploitation techniques in kernel mode
▸ Learn to write exploits for the found vulnerabilities in the kernel or 

kernel mode components

POST-EVENT TRAININGS  //

Partner
Ashfaq Ansari

Trainer
Ashfaq Ansari

Duration
3 Days

Track
Appsec

Level
Intermediate / Advanced

Dates
Sat 19 Nov - Mon 21 Nov

USD 3,800



  20TRAININGS BROCHURE  //  www.blackhatmea.com 

Offensive Mobile Reversing and Exploitation

Overview 
After a sold-out course last year at Blackhat, we are back with an updated version of 
our course with additional coverage of ARM64, mobile browser security, and more in-
depth coverage of Mobile apps and operating system security. The class starts with 
a basic introduction to the ARM instruction set and calling conventions followed by 
some reverse engineering exercises. 

We then learn how to write simple exploits for the ARM64 environment. Next, we 
move to Mobile browser security, understand some of the browser mitigations 
followed by writing some simple exploits for the mobile browser. We then cover iOS 
and Android internals in further detail. We then discuss some of the exploitation 
techniques using real-world vulnerabilities (e.g., voucher_swap, checkm8, etc) 
followed by a walkthrough of how jailbreaks are written. We also discuss some of 
the common vulnerability types (Heap Overflows, Use-after-free, Uninitialized Stack 
variable, Race conditions). We will also look at how to build the Android kernel, 
customize it using Kernel tunables and then use a 1-day vulnerability to gain kernel 
r/w access. 

The training then moves on to application security based on exploiting the Damn 
Vulnerable iOS app, Android-lnsecureBankv2, and lnsecurePass application written 
by the authors of this course in addition to a broad range of other real-world 
applications. We then cover a variety of mitigations deployed in real-world apps and 
discuss how to bypass them. Slides, videos and detailed documentation on the labs 
will be provided to the students for practice after the class. Corellium access will be 
provided to students during the duration of the training course. 

After the training, attendees will: 
▸ Get an understanding of ARM64 instruction set (including ARM 8.3) Understand 

how Jailbreaks are written 
▸ Understand some common vulnerabilities in Mobile Browsers and learn and how 

to exploit them Learn the internals of iOS and Android Kernel along with several 
Kernel security mitigations Understand some of the latest bugs and mitigations 
(PAC, CoreTrust, PPL, etc) 

▸ Get an intro to some common bug categories UaF, Heap overflow, etc Understand 
how jailbreaks and exploits are written (including iOS 15) Reverse engineer iOS 
and Android binaries (Apps and system binaries)Do basic fuzz testing of iOS and 
Android apps 

POST-EVENT TRAININGS  //

Partner
Prateek Gianchandani

Trainer
Prateek Gianchandani

Duration
4 Days

Track
Mobile, Pentesting

Level
Beginner / Intermediate

Dates
Sat 19 Nov - Tue 22 Nov

USD 4,800

Topics overview
Part 1: Introduction to ARM64 and 
Mobile Browser Security 

Module 1:
▸ Exploring the ARM64 instruction set 
▸ ARM calling conventions ARM 

memory management Reversing 
ARM binaries Reversing the XNU 
kernel 

▸ Exploiting a simple Heap Overflow 
▸ Building a simple ROP chain
▸ Exploiting a simple Race Condition 

vuln 
▸ Exploiting uninitialized stack 

variable vulnerability 
▸ Breaking ASLR with Info leaks/

Brute force 
▸ Exploit mitigations (ASLR, Heap 

Poisoning, PAN, etc) 

Module 2:
▸ Setting up WebKit environment 
▸ Debugging WebKit 
▸ WebCore and JavaScriptCore 

internals 
▸ Browser Mitigations - IsoHeaps, 

Gigacage, StructureID randomness, 
Site Isolation, etc 

▸ JSC Side effects 
▸ UaF, TypeConfusion etc 
▸ Exploiting a DOM UaF
▸ Getting addrof() and fakeobj() 

primitive 
▸ Getting arbitrary r/w 
▸ Creating Stage 2 
▸ SOP Bypass, Impact of PAC 

Part 2 • iOS Exploitation 

▸ Module 1: Getting Started with iOS 
Security 

▸ Module 2: iOS exploitation basics
▸ Module 3: Static and Dynamic 

Analysis of iOS Apps 
▸ Module 4: iOS application 

vulnerabilities 
▸ Module 5: Reversing iOS Apps
▸ Module 6: Securing iOS Apps 
▸ Q/A and feedback

Part 3 • Android Exploitation

▸ Module 1: Intro to Android Security
▸ Module 2: Components
▸ Module 3: Reversing Android apps 
▸ Module 4: Static and Dynamic 

analysis 
▸ Module 5: Frida and Automated 

Exploitation 
▸ Module 6: Android Fuzzing and 

System Security

▸ Get a very deep understanding of Frida and it’s application 
▸ Learn how to audit iOS and Android apps for security vulnerabilities Understand 

and bypass anti-debugging and obfuscation techniques Get a quick walkthrough 
on using lDA Pro, Hopper, Frida, etc Understand the Browser Security mitigations 
on Mobile Devices

Key Take-aways:
▸ Videos for all the vulnerabilities shared in the class 
▸ Custom VM that can be used for Mobile Application Exploitation 
▸ Detailed slides about every topic learnt in the class 

Who Should Take This Course 
This course is for penetration testers, mobile developers or anyone keen to learn 
mobile application security. 

Student Requirements 
The course covers topics ranging from beginners to advanced topics. Basic Linux 
commands is the only requirement for the course. 

What students should bring 
▸ Laptop with: 50+ GB free hard disk space, 8+ GB RAM , VirtualBox installed on 

the machine 
▸ Students will be provided with access to Corellium for iOS hands-on and as such 

do not need to carry iOS devices 
▸ Download and install the latest version of Xcode. Administrative access on the 

system 
▸ External USB access allowed 

Detailed Course Setup instructions will be sent a few weeks prior to the class 

What Students Will be Provided With 
▸ Videos for all the vulnerabilities shared in the class 
▸ Huge list of good reads and articles for learning mobile application security 
▸ Source code for vulnerable applications 
▸ Custom VM for hands-on pentesting 
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SOC-Class: Building and Running Security Operations Centres

Overview
This course provides a comprehensive picture of a Cyber Security Operations 
Center (CSOC or SOC). Discussion on the technology needed to run a SOC are 
handled in a vendor agnostic way. In addition, technology is addressed in a way 
that attempts to address both minimal budgets as well as budgets with global 
scope. Staff roles needed are enumerated. Informing and training staff through 
internal training and information sharing is addressed. The interaction between 
functional areas and data exchanged is detailed. Processes to coordinate the 
technology, the SOC staff, and the business are enumerated. 

After attending this class, the participant will have a roadmap (and Gantt chart) 
for what needs to be done in the organization seeking to implement security 
operations. Ideally, attendees will be SOC managers, team leads in security 
specializations or lead technical staff, security architects. CIO, CISO or CSO 
(Chief Security Officer) is the highest level in the organization appropriate to 
attend. 

The inclusion of all functional areas of security operations is intended to 
develop a standardized program for an organization and express all necessary 
capabilities. Admittedly ambitious, the intention of the class is to provide a unified 
picture of coordination among teams with different skillsets to help the business 
prevent loss due to poor security practices. I have encountered detrimental 
compartmentalization in most organizations. There is a tendency for a specialist 
to look only at her piece of the problem, without understanding the larger scope 
of information security within an organization. 

Organizations are likely to perceive a security operations center as a tool, and 
not the unification of people, processes, and technologies. 

This class is not technical in nature, but someone without knowledge of 
IT common practices and Information Security fundamentals (such as the 
Confidentiality, Integrity, and Availability triad) will be lost very quickly. This is not 
a class to send SOC analysts, but is great for the technical lead and manager. 

Key takeaways 
▸ Roadmap (and Gantt chart) for what needs to be done in the organization 

seeking to implement security operations. 
▸ Proper arrangement of processes, technology, and staff to effectively conduct 

SOC operations 
▸ Perspective on global trends in security operations from the author of the 

SOC Survey for the past five years: https://soc-survey.com 

Who should take this course 
▸ Ideally, attendees will be SOC managers, team leads in security 

specializations or lead technical staff, security architects. CIO, CISO or CSO 
(Chief Security Officer) is the highest level in the organization appropriate to 
attend. 

▸ This class is not technical in nature, but someone without knowledge of 
IT common practices and Information Security fundamentals (such as the 
Confidentiality, Integrity, and Availability triad) will be lost very quickly. 

▸ This is not a class to send SOC analysts, unless he/she/they aspire to shift 
to a team lead or SOC manager. Then this course is perfect to provide the 
appropriate basis and perspective to take that next step. 

Student requirements 
Sincerity, willingness to listen and discuss with people from many different 
backgrounds, technical acumen across IT, Cybersecurity, Operations, Incident 
Handling, Forensics, Pen Testing, Vulnerability assessment, and systems 
analysis/design/engineering methodologies such as agile. 

What students should bring 
A clear schedule to pay attention and participate. A laptop or tablet for reference 
and note taking.. 

What students will be provided with 
PDFs of the course material, post event recordings of this session. 

POST-EVENT TRAININGS  //

Partner
Montance LLC

Trainer
Christopher Crowley
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Duration
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Certified CyberDefender Training & Certification: SOC/BlueTeam Essentials – (Arabic)

Overview
Are you looking for an effective and efficient way to acquire modern real-
world CyberDefense skills and be a competent security analyst, engineer, 
or blue teamer? 

Certified CyberDefender is a vendor-neutral, hands-on cyber defense 
training that jumpstarts and empowers those on their way to becoming 
the next generation of SOC analysts, blue teams, and security engineers. 
Students are introduced to real-world threats defenders experience in 
their networks and the tools/techniques used to prevent, detect and 
analyze these threats. The training provides the essential foundation of 
modern cyber defense operations, explaining the three core pillars of 
CyberDefense; prevention, detection, and response. 

The training discusses CyberDefense strategies that are: 
▸ Practical: realistic and can be applied to most organizations. 
▸ Lean: achieves better results with minimal effort. 
▸ Impactful: significantly impacts security and enhances overall security 

posture. 

The training will also explain the business side of security and how to 
utilize your early technical work years best to build your own security 
business.

After the training, you will be able to: 
▸ Minimize your organization’s attack surface. 
▸ Engineer a solid detection capability. 
▸ Hunt for threats inside your network. 
▸ Use SOC tools, techniques, and knowledge to perform efficient 

security operations. 
▸ Perform digital forensics. 
▸ Prioritize what to work on to achieve a better return on investments. 
▸ Acquire necessary business skills to build your own cybersecurity 

business. 

Who should attend? 
This training is for SOC analysts, blue teams, incident responders, and 
security engineers who want to learn the essential skills of CyberDefense; 
prevention, detection, and response. 

Prerequisites: 
▸ Basic IT security knowledge, but not mandatory. 
▸ General operating systems knowledge (mainly Windows). 
▸ Access to an enterprise environment is a plus. 

What should students bring? 
▸ A laptop with a minimum of 40GB of free hard disk space and a 

minimum of 8 gigabytes (GB) of RAM or higher for the class virtual 
machine to function, but 16GB of RAM is highly recommended for the 
best experience. 

▸ A VMware Workstation or VMware Fusion. Trial versions can be used.

POST-EVENT TRAININGS  //

Partner
Cyberdefender

Trainer
Muhammad Alharmeel 
Co-founder, CyberDefenders 

Ahmed Shawky
Co-founder, CyberDefenders

Duration
5 Days

Track
Defense
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USD 4,000



  23TRAININGS BROCHURE  //  www.blackhatmea.com 

Digital Forensic Analyst Training (Arabic)

Overview
Cyber 5W Digital Forensic Analyst training will guide  students on  how to  
conduct digital investigations and write investigative forensic reports. This 
training uses an experiential learning process for training students, where 
students learn digital forensics by doing investigative tasks on real-world cases. 
Students will learn how to perform evidence acquisition and how to deal with 
disks and file systems, and then explore the forensic artifacts one may encounter 
when working with the Windows operating system. By completing this training, 
students are prepared to take the exam that leads to the Cyber 5W Certified 
Digital Forensic Analyst (CCDFA) certificate. 

After completing this course, students will:  
▸ Understand the fundamentals of digital forensic investigations 
▸ Demonstrate correct methods of evidence gathering 
▸ Learn how to extract file metadata and analyze files using a hex-editor 
▸ Summarize the analysis results and write investigative reports 
▸ Ability to analyze and fix corrupted disks 
▸ Ability to analyze FAT32 and NTFS file systems, recover and carve files from 

raw data 
▸ Ability to investigate Windows System Artifacts 
▸ Investigating Windows Program Execution Artifacts 
▸ Investigating Windows Registry and Windows Shellbags 
▸ Ability to analyze Windows Events Logs and Scheduled Tasks 

Who is this training and certification for?   
Anyone who wants to start a career in digital forensics, SOC team members, 
incident response handlers, red team members, malware analysts, and anyone 
curious about digital forensics and wants to learn something new.  

Topics overview
1. Introduction to Digital Forensics 
▸ Evidence and Evidence Acquisition 
▸ Hashing and Validation 
▸ Mounting Your Evidence 
▸ File Analysis: Hexeditors, Signatures, Extension 
▸ Time Zones and Dates (Timestamps) 
▸ Autopsy and other Tools 
▸ Writing a Report 

2. Working with Disks, Volumes, and File Systems 
▸ Disk Analysis (MBR & GPT) 
▸ Fixing Corrupted Disks 
▸ Analyzing File Systems (FAT32 & NTFS) 
▸ File Carving (Unallocated Space, Slack Space, etc.) 
▸ Bulk_extractor (PhotoRec, Foremost, Hexeditor, etc.) 

3. Windows Forensic Analysis 
▸ Windows Account and User Profile 
▸ Investigating Windows Basic Artifacts

▸ Recycle Bin 
▸ Thumbnails 
▸ LNKs and JumpLists 
▸ Windows Search Database 

▸ Investigating Windows Program Execution Artifacts 
▸ Prefetch Files and User Execution 
▸ AmCache, AppCompatCache, SRUM, etc 

▸ Investigating Windows Registry 
▸ System Artifacts 
▸ User Artifacts 

▸ Investigating Windows Shellbags 
▸ Investigating USB Thumb Drives 
▸ Investigating Volume Shadow Copies & File History 
▸ Working with Windows Events Logs #Windows Scheduled Tasks
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System Forensics and Incident Handling Masterclass

Overview
Forensics and Incident Handling are constantly evolving and crucial 
topics in the area of cybersecurity. In order to stay on top of the 
attackers, the knowledge of Individuals and Teams responsible for 
collecting digital evidences and handling the incidents has to be 
constantly enhanced and updated. This advanced training provides 
skills necessary to find, collect and preserve data in a correct manner, 
analyze it and get to know as much about the incident as possible. 
This is an intense hands-on course covering the general approach to 
forensics and incident handling, network forensics, important aspects of 
Windows internals, memory and storage analysis, detecting indicators of 
compromise and a proper way of reporting.

Target audience 
IT professionals, Forensics and Incident Handling Specialists, Security 
Consultants, Enterprise Administrators, Infrastructure Architects, Security 
Professionals, Systems Engineers, Network Administrators and other 
people responsible for implementing network and perimeter security. 

Topics overview
▸ Module 1: Introduction to Incident Handling 
▸ Module 2: Incident Response and Handling Steps 
▸ Module 3: Windows Internals 
▸ Module 4: Handling Malicious Code Incidents
▸ Module 5: Network Forensics and Monitoring 
▸ Module 6: Securing Monitoring Operations and Evidence Gathering 
▸ Module 7: Memory: Dumping and Analysis
▸ Module 8: Memory: Indicators of compromise
▸ Module 9: Disk: Storage Acquisition and Analysis 
▸ Module 10: Reporting – Digital Evidence

Materials 
Author’s unique tools, virtual lab environment, hands-on exercises, 
presentation slides with notes. Examples of tools, software and examples 
used during the course:
▸ Belkasoft RAM Capturer
▸ Wireshark
▸ Volatility
▸ The Sleuth Kit® (TSK)
▸ Autopsy
▸ DumpIt
▸ DC3DD
▸ Arsenal Image Mounter
▸ Reclaim Me
▸ ReFS Images
▸ SysInternals Toolkit
▸ ShadowCopyView
▸ RegRipper
▸ Rifiuti2
▸ Registry Explorer/RECmd
▸ FullEventLogView
▸ EVTXtract
▸ Loki IOC Scanner
▸ Yara
▸ LECmd
▸ LinkParser
▸ PECmd
▸ SkypeLogViewer
▸ SQLiteBrowser
▸ NetWork Miner
▸ StuxNet Memory Dump
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Windows - Linux Enterprise Incident Reponse

Overview
Attacks against computer systems continue to increase in frequency 
and sophistication. To effectively defend data and intellectual property, 
organizations must have the ability to rapidly detect and respond to 
threats. This intensive three- day course is designed to teach the 
fundamental investigative techniques needed to respond to today’s 
landscape of threat actors and intrusion scenarios.  

The class is built upon a series of hands-on labs that highlight the phases 
of a targeted attack, key sources of evidence, and the forensic analysis 
know-how required to analyze them. Students will learn how to conduct rapid 
triage on a system to determine if it is compromised, uncover evidence 
of initial attack vectors, recognize persistence mechanisms, develop 
indicators of compromise to further scope an incident, and much more.  

Who should attend    
This course is intended for students with some background in conducting 
security operations, incident response, forensic analysis, network traffic 
analysis, log analysis, security assessments & penetration testing, or 
even security architecture and system administration duties. It is also well 
suited for those managing CIRT / incident response teams, or in roles 
that require oversight of forensic analysis and other investigative tasks.  

What to bring   
Students are required to bring their own laptop that meets the following 
specs:  
▸ Laptop with VMWare installed (VMWare player meets the requirement)  
▸ Specs: Windows 7+ or MacOS 10.11+ • 16GB+ memory 
▸ Core i7+ CPU 
▸ 25GB+ Free HDD space  

Topics overview
After completing this course, learners should be able to:  
▸ Describe the incident response process, including the threat 

landscape, targeted attack life cycle, initial attack vectors used by 
different threat actors, and phases of an effective incident response 
process  

▸ Conduct system triage to answer key questions about what transpired 
across the enterprise during an incident  

▸ Apply lessons learned to proactively investigate an entire windows 
environment (including metadata, registry, event logs, services, 
persistence mechanisms and artifacts of execution) at scale for signs 
of compromise  

▸ Identify and use critical sources of evidence to investigate and analyze 
a compromised Linux system including EXT3/EXT4 file systems, 
syslog, audit logs, memory, VPN and web shells  

▸ Audit common Linux applications for databases and web servers 
including Oracle, MySQL, PostgreSQL, Apache and nginx  

▸ Know how attackers move from system-to-system in a compromised 
Linux environment through their use of data including credentials, 
logons, remote command execution and shell artifacts  

▸ Analyze web logs to recognize and interpret common attacker 
techniques including obfuscation and encoding methods  

▸ Manage and effectively record information related to ongoing 
investigations and incidents  

▸ Understand the role of the remediation phase in an enterprise investigation  
▸ Improve logging visibility, prevent evidence tampering and reduce the 

attack surface by identifying common configuration parameters and 
logged events that aid effective investigations  

▸ Understand how to hunt for threats using threat intelligence, anomaly 
detection and known threat actor techniques, tactics, and procedures 
(TTPs)  
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DevSecOps Discoverer Edition

Overview
Managing comprehensive security for continuous delivery of applications across 
organizations continues to remain a serious bottleneck in the DevOps movement. 
The methodology involved in implementing effective security practices within 
delivery pipelines can be challenging.

This training is designed to give a practical approach of implementing Security 
across Continuous Delivery Pipelines by leveraging the plethora of cloud 
offerings and is backed by a ton of hands-on labs, original research and 
real-world implementations of DevSecOps that work. The training starts with 
Application Security Automation for SAST, DAST, SCA, IAST and RASP, apart 
from Vulnerability Management and Correlation. Finally, the training concludes 
with leveraging Security Automation in the Cloud with detailed perspectives of 
implementing scalable security for cloud-native deployments. 

Topics overview
Day 1
▸ The Problem with the old models of Application Delivery
▸ Introduction to Static Application Security Testing (SAST) for Continuous 

Integration
▸ Introduction to SemmleQL/CodeQL
▸ Dynamic Application Security Testing with Continuous Integration
▸ Concepts of DAST with Security Testing
▸ Application Security Automation – Deep-Dive
▸ Introduction to Robot Framework
▸ Identifying Insecure Software Libraries in Continuous Integration
▸ Software Bill of Materials (SBOM) and Source Composition Analysis
▸ Introduction to IAST and RASP

Day 2
▸ Application Security Pipelines in Continuous Integration Suites
▸ Application Vulnerability Correlation and Management
▸ DevSecOps - Cloud Focus
▸ Security Automation in the Cloud with Terraform, AWS-CDK and boto3

By the end of this 2-day training, attendees will have enough ideas and hands-on 
experience in-order to successfully kickoff DevSecOps implementations.

Top 3 takeaways your students will learn:
▸ A plethora of Implementation techniques and ideas with hands-on experience 

to be able to implement a full-fledged Application Security Pipeline
▸ Battle-tested Application Security Automation Techniques + Practical 

Security Pipelines, with both conventional and unconventional techniques like 
leveraging AWS Lambda and Fargate

▸ Detailed Cloud Security Automation coverage with Terraform and boto3. Tools 
that are extensively used to provision cloud environments. Gives participants 
immediate approaches to implement scalable cloud security

Does your course focus on any proprietary product/platform?
No

Approximately what percentage of your course is lecture vs hands on?
70% Hands-on and 30% Theory 

This training is a comprehensive, focused and practical approach at 
implementing Security for your Continuous Delivery Pipeline. The training 
is backed by a ton of hands-on labs, original research and real-world 
implementations of DevSecOps that work.

The training begins with a detailed view of Continuous Application Security, 
through Application Security Automation with SAST, DAST, SCA, IAST and 
RASP. We will focus on real-world tools and techniques to automate application 
security tooling in CI/CD pipelines. Including a deep-dive of several popular 
Test Automation Frameworks like Tavern, Robot Framework and Selenium that 
can be leveraged extensively to parameterize application security tests with test 
automation scripts. All of this expertise will go into actually “building” security 
pipelines that can be integrated into the organization’s DevOps processes. 

Subsequently, the training focuses on Cloud Security with a focus on Amazon 
Web Services (AWS), where we will use Terraform, AWS-CDK and Boto3 among 
other tools to deploy and configure security parameters and features for various 
Cloud services.

The Cloud Security section of the class will also focus on integrating Cloud 
Vulnerability Assessment and Benchmark tools like Scout2, Prowler and CSSuite 
as part of the CI/CD Pipeline. For a more scalable approach to CI/CD on cloud, 
we will look into implementing SCA, SAST and DAST jobs with AWS Lambda and 
Fargate.

At the end of the training, participants will have immediate takeaways and 
practical techniques that they can use for their own implementations of 
DevSecOps, within their organization. The tools and frameworks detailed in 
the program are largely open-source or freely available, thereby ensuring that 
participants can actually implement these scalable DevSecOps programs without 
having to additionally invest in tooling. Several frameworks and tools used in this 
program have been developed by the authors of the program, as part of their 
extensive implementation expertise of DevSecOps, ranging from Cloud Security 
to Application Security Automation.

Who Should Take This Course:
▸ Application Security Engineers
▸ DevOps Professionals
▸ Security Engineers
▸ Security Managers who are trying to understand how they should implement 

Security for DevOps
▸ Developers
▸ Security Architect
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